US-CERT - Later than CyTRAP Labs RealPlayer
2007-10-24 21:19 hours GMT

2007-10-19 — late afternoon Friday Pacific Standande RealNetworks released patch

This was a zero-day exploit (we released an zeyoatiat on 2007-11-18) whereby hackers were
actively exploiting this vulnerability US-CERT did not inform about zero-day exploit
(http://info.cytrap.eu/?page_id=1Y1dnd how to minimize one’s risk exposure. Patck aailable
2007-11-20 — CyTRAP Labs informed subscribers shate day = 5.2 days before US-CERT

http://casescontact.org/alerts/1101X6ee our advisory)
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Systems Affected

* RealPlayer 11 beta
* RealPlayer 10.5

* RealPlayer 10

* RealOne Player v2
* RealOne Player



Overview

RealNetworks RealPlayer for Microsoft Windowstaons a vulnerability
that could allow an attacker to take controyofir computer when you
visit a malicious web site.

Solution
Upgrade and install a patch

RealNetworks has released a patch to addressuhmerability.
Information about the vulnerability and the peits available in
RealPlayer Security Vulnerability and Securityddte for Real Player.
* RealPlayer 10.5 and RealPlayer 11 beta uswsld install the
patch.
* RealOne Player v2, and RealPlayer 10 udsrald upgrade to
RealPlayer 10.5 or RealPlayer 11 beta aed istall the patch.

Windows versions of RealPlayer 8 and earliemateaffected.
Mactintosh and Linux versions of RealPlayerraseaffected.

Disable ActiveX for untrusted web sites

Disabling ActiveX in the Internet Zone (or amyne used by an
attacker) reduces the chances of exploitatidhisfand other
vulnerabilities. Instructions for disabling AaiX in the Internet
Zone can be found in the "Securing Your Web Bresv document.

There are public reports that this vulnerabiktypeing actively
exploited.

Description
A buffer overflow in the way RealPlayer handidaylists received
from an ActiveX control on a web page could allan attacker to
access your computer, install and run malicemfsvare on your
computer, or cause it to crash.

More technical information is available in US&E Technical Cyber
Security Alert TAO7-297A and Vulnerability Not8J#871673.

References

* RealNetworks RealPlayer Security Update -
<http://service.real.com/realplayer/security/19108@yer/en®

* Security Update for RealPlayer -
<http://docs.real.com/docs/security/SecurityUpdat®DF Player.pdf




* US-CERT Technical Cyber Security Alert TAQ7729-
<http://www.us-cert.gov/cas/techalerts/TAQ7-297A.l#m

* US-CERT Vulnerability Note VU#871673 -
<http://www.kb.cert.org/vuls/id/8716%3

* Securing Your Web Browser -
<http://www.us-cert.gov/reading room/securing brawsaternet Explorer

The most recent version of this document cafobed at:

<http://www.us-cert.gov/cas/alerts/SAQ7-297A.bsml

Feedback can be directed to US-CERT Technicdf. $tlease send
email to <cert@cert.org> with "SA07-297A Feedbsl®J#871673" in the
subject.
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Adobe update

US-CERT - Later than CyTRAP Labs Adobe Reader
2007-10-24  21:19 hours GMT

2007-10-23 —Pacific Standard Time Adobe releaséchpa

This was a zero-day exploit (we announced 2007 X)%%bereby hackers were actively exploiting
this vulnerability —service did not inform about zero-day exploit
(http://info.cytrap.eu/?page_id=1Y14nd how to minimize one’s risk exposure. Patch awailable
2007-11-23 — CyTRAP Labs informed - 1.75 dayseiashttp://casescontact.org/alerts/110114

2007-10-25 — CyTRAP informed users about Foxitvgafe having decided to not release a patch
for Foxit Reader (free reader — has same vulnétyabke Adobe Reader) until next scheduled
patch release
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Systems Affected



Microsoft Windows XP and Windows Server 2003teyss with Internet
Explorer 7 and any of the following Adobe protfuc
* Adobe Reader 8.1 and earlier
* Adobe Acrobat Professional, 3D, and Standafidand earlier
* Adobe Reader 7.0.9 and earlier
* Adobe Acrobat Professional, 3D, Standardl Blements 7.0.9 and
earlier

Overview

Microsoft Windows XP and Server 2003 systemé witernet Explorer 7
contain a vulnerability that could allow an aker to take control

of your computer by convincing you to open aimaiis PDF document.
Public reports indicate that this vulnerabilgybeing actively

exploited.

Solution
Apply an update

Adobe has released Adobe Reader 8.1.1 and Adlofobat 8.1.1 to
address this issue. Please see Adobe SeculligtiBWAPSB07-18 for
details.

Description

Microsoft Windows XP and Server 2003 systemsé witernet Explorer 7
installed contain a vulnerability in the way Wows determines the
appropriate program to handle data specifiel imiform Resource
Identifier (URI). An attacker can exploit thiglaerability by

convincing you to open a specially crafted P@Ewmnent. The attacker
could gain access your computer, install andnnaficious software on
your computer, or cause it to crash.

More technical information is available in US®&E Technical Cyber
Security Alert TAQ7-297A and Vulnerability Not8J#403150.

References

* Adobe Security Bulletin APSB07-18 -
<http://www.adobe.com/support/security/bulletinskps18.htn»

* Microsoft Security Advisory (943521) -
<http://www.microsoft.com/technet/security/advis®48521.mspx

* US-CERT Vulnerability Note VU#403150 -
<http://www.kb.cert.org/vuls/id/403150

* US-CERT Technical Alert TAO7-297B -
<http://www.us-cert.gov/cas/techalerts/TAQ7-297B.ktm




The most recent version of this document cafobed at:

<http://www.us-cert.gov/cas/alerts/SAQ7-297B.h#ml

Feedback can be directed to US-CERT Technicdf. flease send
email to <cert@cert.org> with "SA07-297B Feedb¥tJ#403150" in the
subject.
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